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Executive Summary
IT modernization has long been a buzzed-about phrase across federal, state
and local governments, especially in the last few years. But for public servants
like you just trying to get through your day to day, all the buzz about IT mod
can seem high-level and inapplicable to the important work you do.
That’s why GovLoop created this guide, Beyond the Buzz: Your Guide to
the Reality of IT Modernization, to help you go deeper than the high-level
talk and understand what government IT modernization really is and how it
directly affects you.
In addition to helping you catch up with the latest news in IT modernization,
such as important legislative initiatives and how to implement newer
technologies, this guide breaks down mission-critical priorities that impact
your job and how IT modernization can help you address those priorities.
We’ve identified five priorities likely to affect some or all public servants,
along with corresponding IT modernization trends that can help you achieve
those priorities:
1. Enhancing accountability through technology business management
2. Achieving compliance through FITARA
3. Saving costs through shared services
4. Delivering customer service through data analytics
5. Developing the workforce through automation
This guide also features interviews with government leaders from the
federal, state and local levels to highlight best practices in government
IT modernization.
By reading this guide, you will be able to navigate beyond the buzz to
understand how IT modernization initiatives that you read about affect you.
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The Latest Buzz in IT Mod
Whether you’re an IT professional or not, you’ve probably heard the
names of these pieces of legislation and initiatives being thrown around.
Here is a quick breakdown of what’s what in IT modernization.

2018 Legislation
White House Reform Plan and Reorganization
Recommendations
In June, the White House released a 132-page plan for
government reform and reorganization. It includes the merging
of the Education and Labor departments and stripping the
Office of Personnel Management of its policy functions, while
transitioning agencies’ business processes and recordkeeping to
a fully electronic state. The plan [called “Delivering Government
Solutions in the 21st Century”] provides a broad vision, principles
and 34 concrete examples of transformational changes that
will align executive branch agencies to better meet the needs
of the American people in the digital age. Additionally, the plan
promotes the use of modern technology to improve service
delivery as a central tenet in the 21st century federal government.

Technology Modernization Fund
On June 7, the Technology Modernization Fund (TMF) Board
announced that money was awarded to proposals from the
Energy, Housing and Urban Development and Agriculture
departments. “These proposals show the need to update our
federal infrastructure and create new operating models that align
with aggressive technology transformation,” TMF Board Chair
and Federal CIO Suzette Kent said in a news release. “The Board
believes these projects deliver citizen benefits, meet the specific
technology transformation goals defined in the Modernization
Government Technology Act, have agency leadership support,
and contain effective cost savings strategy that are at the heart of
the TMF model.”

IT Modernization Centers of Excellence
In May, the General Services Administration (GSA) announced
five awards that will start the first phase of work for each of the
five GSA-housed IT Modernization Centers of Excellence (CoE).
An integral part of the administration’s governmentwide IT
modernization plan, the CoEs provide agencies with consulting
and IT engineering services to radically improve the way agencies
design services and interact with customers. Each CoE will tackle
distinct tasks, beginning with the first lighthouse agency, the
Agriculture Department (USDA).

The President’s Management Agenda
Announced in March, the key drivers of the Management
Agenda are modernizing outdated technology, improving data

accountability and transparency and creating a 21st century
workforce. At a high level, the president’s management agenda
provides a long-term vision for updating antiquated government
systems, enabling agencies to make better decisions around data
and providing federal managers with the tools to hire top talent,
retrain employees and deal with poor performers, said Margaret
Weichert, Deputy Director for Management at the Office of
Management and Budget.

2017 Legislation
MGT Act
On Dec. 12, 2017, President Trump signed the Modernizing
Government Technology (MGT) Act into law as part of the
2018 National Defense Authorization Act. The law creates
working capital funds for IT projects for federal agencies and
a central modernization fund housed by the General Services
Administration.
The centralization fund is a $100 million pot of money that
can help agencies improve IT, enhance cybersecurity and fund
other technology-related activities over the next two years.
To access those funds, agencies will have to submit proposals
to a Technology Modernization Board and agree to pay back
that money within five years. For many agencies, the MGT Act
represents a significant step in the journey to IT modernization.
That journey, however, must still be well thought-out by agencies,
some of which are maintaining systems that are decades old.

White House IT Modernization Report
On Dec. 13, 2017, the White House’s American Technology Council
(ATC) released its final “Report to the President on Federal IT
Modernization,” highlighting the current and envisioned state
of federal IT, along with specific recommendations to jumpstart
modernization efforts.
The report focuses on two primary recommendations: network
modernization and consolidation and shared services. Network
modernization and consolidation allow agencies to “maximize
secure use of cloud computing, modernize government-hosted
applications and securely maintain legacy systems.” The report
also emphasizes consolidating and improving the acquisition
of network services by focusing on high-risk value assets and
minimizing duplicative investments.

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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IT Modernization in
Government: By the Numbers
What impact can IT modernization have on you? How are agencies faring
in their modernization efforts? These stats will help set the context for
government IT challenges and progress.

Federal IT

State and Local IT

Challenges

Challenges

ɚɚ Federal IT spending is categorized as either Operations &
Maintenance (O&M) or Development, Modernization and
Enhancement (DME). Of the $48.5 billion reported to the
IT Dashboard, 78.5 percent ($38.1 billion) is O&M spending.
ɚɚ From FY 2015 through FY 2018, federal legacy spending as a
percentage of total IT spending rose slightly from 68 percent
to 70.3 percent.
ɚɚ 59 percent of federal IT executives think their agency’s IT
modernization efforts have resulted in an increase in the IT
security challenges they face.
ɚɚ 47 percent of federal IT executives said that the federal
procurement process will add time to and over-complicate
the modernization process – the most often-cited concern
about the process in the survey.

Progress
ɚɚ The federal government budget for IT is estimated to be
$95.7 billion in FY 2018, an increase of 1.7 percent from
FY 2017.
ɚɚ 63.8 percent of CIO risk ratings for all major IT investments
governmentwide were rated “low risk” for cyberattacks in
FY 2016, or 468 of 733 investments.
ɚɚ Over half of the 24 agencies participating in OMB’s Data
Center Optimization Initiative reported that they had
either already met or planned to meet their OMB-assigned
goals for closing data centers by September 2018. This
would result in the closure of 7,221 of the 12,062 centers
agencies reported in August 2017.
ɚɚ 20 agencies reported that as of August 2017, they had
achieved $1.04 billion in cost savings through data center
optimization for fiscal years 2016 and 2017.

ɚɚ Only 28 percent of state CIOs said their organization has a
strategy for migrating legacy applications to the cloud already
in place, and 17 percent had no such strategy in place.
ɚɚ Only 10 percent of state CIOs said their states have finished
moving to an off-premise Mainframe-as-a-Service solution,
and 31 percent said there were no plans to do so.
ɚɚ Over half of state CIOs said the current status of their
state’s digital government is not formally defined; 45
percent said it’s informally defined and 10 percent said it’s
undefined.
ɚɚ 17 percent of state CIOs say their approach to delivering
digital government services is ad hoc or not defined.

Progress
ɚɚ 74 percent of state and local government IT professionals
expect application monitoring to greatly or somewhat
increase over the next year or two.
ɚɚ 75 percent of state CIOs said their states are observing
the benefit of using the cloud for adaptability (with a
lowered asset investment threshold and an improved ability
to innovate), not far from 78 percent said their states
expected to observe such benefits.
ɚɚ 63 percent of state CIOs said their states are observing the
benefit of using the cloud for reduced risk exposure (service
stability, recovery); close to 61 percent said their states
expected to see such benefits.
ɚɚ 40 percent of state CIOs say their states already have a
digital services organization, and 20 percent have plans for
their own versions.

Sources: 2016 Clarus Research Group Survey, 2017 State CIO Survey by NASCIO, GAO, The IT Dashboard, The President’s Budget for Fiscal Year 2018, Unisys.
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Federal CIOs and
Their Evolving Role in
Government
Federal CIOs must provide innovative
solutions in a challenging budget
environment. They are also charged with
establishing an agencywide system that
ensures information-sharing and maintains
effective security and privacy controls.
In a May 2017 event from the Advanced Technology Academic
Research Center (ATARC) and Foreign Affairs, participants heard
directly from CIOs about the dynamic role they play in federal
agencies, their challenges and priorities.
Rod Turk, Acting CIO of the Commerce Department, first stressed
the importance of three key words for any federal enterprise
team: innovate, lead and serve.
“My people not only need to serve their customers, they also
need to serve each other,” he said. “We’re in this as a team sport.
It’s about how we make ourselves successful and move the
football down the field.”
By channeling Malcolm Gladwell’s “law of the few” (those
with a particular and rare set of social gifts), federal agencies
can implement the change and innovation needed to drive
technology modernization.
“The CIO of the future and the workforce of the future needs to
look like those with softer skills like human capital management,
project management and finance,” Turk added. “Technology skills
will be secondary to those softer skills to move that football
down the field.”
In addition to leadership and workforce priorities needed for
technology transformation, federal CIOs have a variety of
priorities and challenges going forward. Jason Gray, CIO of the
Education Department; Vicki Hildebrand, CIO of the Transportation
Department; and Chad Sheridan, who recently became IT

Director for the Agriculture Department’s Farm Production and
Conservation mission area, shared the impact of current legislation.
They talked about FITARA, the MGT Act and current priorities.

Priorities
For DOT’s Hildebrand, who is fairly new to government from
the private sector, she is ready to take on bureaucracy and drive
more efficient processes. “After six months of getting exposure to
DOT, we have some opportunities around the federation of the
department,” she said. “It’s clear we have duplicative spending. We
need to shore up a lot of legacy systems. We’ve also started doing
business requirements and putting together a prototype in a week,
as opposed to the usual years-long process.”
Sheridan at USDA is particularly concerned with improving
customer experience. “Our mantra is moving toward a single IT
organization and trying to reduce the number of like things to
get common investments,” he said. “Our two main thrusts are
increasing the opportunity for self-service. We’ve also got to
improve the outcomes for the deliverables of our employees that
people trust.”
Across the board, the CIOs found legislation like FITARA and the
MGT Act to be helpful in forming collaborative relationships and
driving efficiencies through shared services.

Impact of FITARA
“FITARA helps reinvigorate the idea of a seat at the table,”
Sheridan said. “It enforces the idea of transparency spend.”
“FITARA has been great at Department of Education,” Gray added.
“It allowed me to establish an IT portfolio from a governance
standpoint. When I got to Education, we were at a C+ and we’re at
a B+ today. It’s not just a CIO thing, we also need the other leaders
like the chief security officer and chief customer officer, as well as
the acquisition side, to partner together and move us forward.”
Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Impact of IT Modernization Report and Respective Efforts
The panel was asked about their thoughts on the recent White
House Modernization report, with its emphasis on softwaredefined networks and shared services. While Hildebrand saw the
importance of shared services, Sheridan had reservations.
“We have new networks contracts coming from GSA,” Sheridan
said. “The danger with shared services is to make sure providers
understand the levels and requirements of the mission need.
Often in government we have a race to the bottom because of
cost. But we need to look at what the private industry does and
make sure they meet the performance levels. The easiest thing
to measure is cost and budget, but we need to get better at
measuring outcomes.”
At DOT, Hildebrand said improving shared services is vital.
“Efficiency and cost savings are an important part of the process.
But if I don’t at least slightly improve the experience users get
from some of that shared service, it doesn’t matter what else I do,
I get an F.”
To better account for IT inventory and spending, more federal
agencies, like the Education Department, have been turning to
technology business management frameworks (TBM) – a set of
best practices to map IT need and inventory directly to spending.
“I’m using visualization and TBM to inform my decisions and what
we’re doing for modernization,” Gray said.
“Last year, we did an IT visualization roadmap to understand
our as-is environment and to-be environment,” he added.
“We’re leveraging that with TBM – part of our cross-agency
priority goal. It paints my landscape for me and tells me where
the systems are that have a bunch of manual processes. TBM
showed me I have over 20 cloud service providers and not just
on the government side. So it helps me figure out what I’m
going to target in terms of strategy.”
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For future legislation, the CIOs stressed the need for enabling
innovation to keep pace with the rapidly changing technology
landscape. “There’s no such thing as a five-year plan in IT,”
Hildebrand said. “You have to be able to take this project
management framework and apply it to that unique business
case. If you force-fit a structure to every business case, you’re just
going to delay things. In terms of enablement, I would like to see
more support from support functions like procurement, human
resources and functions that make it easier and faster to get what
you need. We’re falling further and further behind, but we have to
find ways to accelerate.”
As for parting wisdom for other federal CIOs, the panel shared
that it’s important to go beyond the authority of simply having
a seat at the table. “It’s important to have a seat at the table,”
Gray concluded. “It’s also what you do with that seat. We started
with we have to comply with but then we also have to mature.
It’s really maturing that process and making sure all the dots are
connected for IT.”

“Efficiency and cost savings
are an important part of the
process. But if I don’t at least
slightly improve the experience
users get from some of that
shared service, it doesn’t matter
what else I do, I get an F.”
Vicki Hildebrand
CIO, Department of Transportation

Why These 5
Priorities Matter
There are many benefits
that justify the need for
IT modernization in your
agency or department. But
there are challenges to
achieving it.
According to a recent GovLoop poll, the
biggest challenges or obstacles to IT
modernization include:
Lack of funding or financial
resources (41 percent)

Difficulty transitioning from legacy
systems (37 percent)

Confusion about government requirements & regulations (11 percent)
Concerns about cybersecurity
(11 percent)

With all the headaches these challenges
can cause, you may be wondering: Is
IT modernization really necessary? Is it
applicable to me?
There is a reason for all the buzz: IT
modernization is helping agencies
empower their workforces to meet
the increasing demands and needs of
their citizens. There are many ways IT
modernization can impact the job you’re
doing. Aligning IT modernization with your
organization’s mission priorities is key.

This guide focuses on five major government priorities that
any member of the government workforce, regardless of level,
should focus on:

Enhancing Accountability Through Technology
Business Management
Every taxpayer dollar must be tracked and accounted for in order to
ensure your agency is achieving its mission while maintaining public trust.
Technology Business Management frameworks can help you track and
account for IT spend by mapping business needs of your agency to the IT
tools and funding you need.

Achieving Compliance Through FITARA
Cybersecurity is no longer a priority that can be kept on the backburner.
You must make sure your tools and technologies are compliant with
current regulations in order to tackle the most pernicious cyberthreats
in the current landscape. Many agencies scored poorly on the FITARA
scorecard, but using this program can help you make the most of your
newer cloud technologies while strengthening cyber posture.

Saving Costs Through Shared Services
With lean budgets and resources (in terms of time and staff) across
government, you can’t afford to throw expensive technologies at every
problem. Shared services can help you eliminate redundancies while
improving collaboration and saving your agency money.

Delivering Customer Service Through Data Analytics
Whether in the public or private sectors, today’s customers demand
personalized services delivered quickly on the mediums they prefer. Data
analytics is useful for gathering and tracking the information you need to
better serve citizens all while improving customer service delivery.

Developing the Workforce Through Automation
While many worry about automated technologies replacing humans for
government work, there are many ways these solutions can actually help
train, recruit and prepare current and future government workforces.

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Industry Spotlight

Pursuing Cloud for Program Success
An interview with Wayne Bobby, Vice President for Federal Government, Infor
Government agencies have big responsibilities, including serving
the public and ensuring their cybersecurity posture is strong. But
outdated technology systems compounded with the challenge of
a dwindling workforce make these missions all the more difficult
to achieve.
Moving more of government’s mission-critical operations to
the cloud can help mitigate cyber risk and improve employee
productivity to overcome these challenges. Such mission-critical
operations include human resources management, finance
and accounting, as well as supply chain and enterprise asset
management.
In an interview with GovLoop, Wayne Bobby, Vice President
for Federal Government at Infor, shared how government
can successfully move such operations to the cloud. Infor is a
software solutions company that prioritizes helping government
agencies build their solutions from the ground up to simplify the
overall business of managing government.
“Government initially began moving the more basic things, like
email, to the cloud,” Bobby said. “Now, cloud is becoming more
fundamental to how government agencies get their work done.”
Agencies are now moving more mission-critical solutions that
concern cybersecurity, workforce management and finance
to cloud. However, Bobby said, some agencies may be reticent
to do so over security concerns. Cloud, however, can actually
improve cybersecurity through programs like the Federal Risk and
Authorization Management Program (FedRAMP), which provides
standardized approaches to security.
“With FedRAMP requirements, the data reflects better security
from the infrastructure to the platform and application layers of
the business. These security features have improved interaction
between vendors and agencies to better support the program
mission.”
FedRAMP, helps agencies by defining standards for security, as
well as policy guidelines for vendors. “They’ve created a lot of
discipline that was greatly needed,” Bobby added.
Working with a FedRAMP-approved vendor, agencies can use
more streamlined services. Rather than purchasing a different
product or monitoring tool for every mission need, agencies can
use service-level agreements and a standardized set of fewer
technology tools. Because service-level agreements are spelled
out contracts between providers and agencies, government can
have more control over their cloud services, including quality,
availability and responsibilities.

“Organizations have decided to use cloud service-level
agreements to address the entire program need as opposed
to thousands of different tools,” Bobby said. “This creates an
environment with fewer variables and allows for more 24/7
monitoring and uptime and better disaster recovery. There’s
much more stability there.”
Cloud is also helping government leverage new capabilities that
were more difficult before. “Historically, Government provided
solutions through more of a transactional-based nature,” he said.
“But as the next generation moves to cloud software, demands
are becoming more informational and less transactional.”
Informational services allow agencies to be better prepared to
make decisions based on fact.
For example, an agency like the Department of Veterans Affairs
could keep track of patients making appointments or coming
to the emergency room and define how many clinicians need to
be on staff. Or the Defense Department can keep track of major
assets like ships, submarines, aircraft and other requirements to
support the war fighter and schedule maintenance accordingly.
“Agencies need more information about their workforce,
financials and supply chains,” Bobby said. “With an informational
approach to problem solving, agencies can be more proactive
rather than reactive with transactional-based services.”
Solution providers like Infor are working to help agencies harness
the cloud to achieve IT modernization as well as program
success. “All applications that we provide, including HR supply
chain management, finance/accounting, procurement and asset
management can be delivered on solutions in the cloud,” Bobby
said. “And you can buy everything from Infor while getting the
speed and quality provided from Amazon Web Services.”
With such services, agencies can have 24/7 access and
monitoring of their systems, software upgrades completed
without having to disrupt services, and security with
standardized and approved solutions.
For cloud, one size fits all cannot effectively meet the mission
and requirements of the public sector. The needs of an HR
manager are not the same as those of a city manager or a 311
call center. By leveraging cloud supported by a comprehensive
service level agreement, informational-based decision support
and standardized security requirements, agencies across federal,
state and local governments can fill their unique roles and achieve
program success.

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Priority No. 1

Enhancing Accountability
Through Technology
Business Management
One of government’s most important jobs
is to remain accountable and transparent
to the American public. Whether it’s
tracking spending, improving technologies
or releasing evaluation reports, you have
probably worked on a project focused on
ensuring your constituents understand
what you’re doing and how their taxpayer
dollars are being used.
When it comes to IT modernization, one
of the most frequently cited challenges is
accounting for IT spending.
To improve accountability and transparency
surrounding IT modernization, agencies at
all levels of government are promoting the
Technology Business Management (TBM)
framework, in coordination with the CIO
Council and OMB.

How TBM Can Help You
TBM is a set of best practices for running IT like a business. The
primary goal of TBM is to empower IT and business leaders alike
to have data-driven discussions about the cost and value of IT to
best support business goals. You can better track agency IT spend
and ensure any IT modernization initiatives are directly aligned
with your organizational mission.
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Who’s Using TBM?
Federal
As recently as June, GSA issued a request for information (RFI) seeking
feedback from industry on how it can adopt TBM across the federal
government. According to GSA, “the TBM taxonomy will provide a standardized
view of IT spend and provide greater transparency into how federal government
invests in IT products and services.”
This milestone comes as an especially important one for the Cross Agency
Priority Goal for Improving Outcomes in Federal IT Spending Transparency.
GSA, in partnership with OMB, is seeking information from industry regarding
software solutions that can aggregate and analyze data across the federal
enterprise; and services that support the preparation and adoption of standard
taxonomies to facilitate TBM implementation.
“GSA was one of the first federal agencies to implement TBM and is pleased
to co-lead this effort to increase data accountability and transparency
governmentwide through the PMA,” said GSA Administrator Emily Murphy.
“Increasing transparency on IT spending will empower federal leaders to make
better informed, data-driven decisions and provide greater accountability when
investing taxpayer dollars on needed IT solutions.”

State and Local
The largest public-sector TBM implementation to date is in the Evergreen
State: Washington. By implementing TBM, the state improved IT spending data,
increased accountability and made a better case for IT modernization.
In 2012, the CIO’s office started a broad IT cost transparency effort to
effectively manage the state’s IT services and investments and improve
transparency. Initially, the implementation hit roadblocks because of a lack of a
standard taxonomy, decentralized reporting and disparate configuration of the
enterprise software reporting applications across agencies.
The challenges were so significant that the entire cost transparency initiative
had to be re-architected and restarted in 2016. As a result, the state started
consolidating its data collection approach, expanding the TBM office within
the Office of the CIO and using a single enterprisewide reporting software
configuration.
As of 2017, Washington can report IT spending by cost pools and IT towers
– the first two levels of the TBM taxonomy. Financial data is collected via the
state’s centralized accounting system. This accounting system categorizes IT
expenditure data in three ways: IT acquisitions, IT maintenance and operations
and data-processing services. Cost pool data is then rolled up for statewide IT
spend and IT tower data is provided for 44 state agencies with annual IT spend
greater than $250,000.

Best Practices
for TBM
Start small and scale up.
Don’t try to boil the ocean by
picking massive IT modernization
endeavors. Start with smaller
projects so you can provide
quicker turnaround value. That
way, you can justify TBM for
larger projects later.
Identify what questions you
want to answer.
What do you want to discover?
Who are your audiences? What
data are you going to use? Don’t
be afraid to discover the “ugly”
data that reveals shortcomings in
your agency’s IT. Such discoveries
can turn into wins when you
know what needs correcting.
Include all stakeholders.
Talk with private-sector and
executive counterparts. Get
leaders’ support by clearly laying
out the entire vision of your
IT modernization project and
how TBM will help. Reach out to
other agencies to discuss their
ideas and best practices. Let all
stakeholders know where they fit
in the process.

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Federal
Spotlight

Digital
Transformation –
Strategies for
the Modern
Agency

IT modernization is taking
the government by storm,
but if agencies limit their
efforts to replacing or
upgrading outdated
legacy systems, they will
only make limited gains in
terms of performance and
security. Additionally, they
could set themselves up
for costlier modernization
efforts in the years ahead.
Instead of only focusing
on modernizing systems,
agencies should undergo
an agencywide digital
transformation.
In a recent June FCW event, Face to Face
Digital Services, GovLoop learned from
government experts who explained how
they implement strategic technological
modernization efforts while addressing
changes in leadership and agency culture.
They included:
ɚɚ Joseph Klimavicz, Deputy Assistant
Attorney General, Chief Information
Officer, Justice Department
ɚɚ Stephen Holden, Associate CIO IT
Policy & Oversight, Department of
Transportation
ɚɚ Joan Lillich, Digital Change
Management Practice Lead, CGI
Federal
ɚɚ Bridget Roddy, Project Manager,
State Department
ɚɚ Nora Dempsey, Senior Advisor for
Innovations, State Department
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While digital transformation is key, Klimavicz said that agencies
face a lot of barriers to implementing the processes.

“If you think you know what your citizens are thinking, engage
them anyway,” she advised.

“Cyberattacks are more common than ever and budgets are
constrained,” he said. “But expectations from customers are very
high.” In the face of these expectations, Klimavicz emphasized
the importance of continuous improvement in service delivery,
especially when it comes to the most basic citizen services.

Embracing and Implementing
New Tech

“We must figure out ways to work together to make sure we’re
working on highest priorities and being as efficient as possible,”
Klimavicz said. “We need to figure out how to provide common
services that are tailored to the individual’s needs.”
While agencies need to consider how modernizing citizen
services will affect the end user, digital transformation also means
changes for agency employees.

Preparing for the People Side of
Change
A recent CGI federal report found that 80 percent of agencies
experience culture change management challenges when
implementing digital transformation to meet citizen expectations.
“The people side of digital transformation happens at every level,”
Lillich explained. “If you’re not thinking about a cultural change
within your agency when you’re implementing new IT, what is this
going to mean for your organization?”
There are four things agencies should keep in mind in order to
properly execute a leadership and culture shift in the midst of
digital transformation, Lillich said:
1.

Align leaders by holding workshops to break down
communication silos and improve team performance.
Agencies should also build a success model that outlines
the project’s goals and includes a system for monitoring
effectiveness.

2. Establish a change network of agency employees and leaders
within who want to lead modernization and inspire change.
3. Engage stakeholders by building a case about the
modernization project’s importance and potential impact.
Informed stakeholders are more likely to accept change, so
agencies should encourage two-way communication.
4. Measure the effectiveness of efforts with data. There are
advances in data science that allow us to “measure human
behavior.”
Additionally, Lillich emphasized the importance of incorporating
citizens’ voices into the service delivery modernization process.

Holden said that now is a better time than ever to move toward
modern IT. Citizen expectations have changed, and services
need to improve. “We need a technology revolution because we
don’t have time for evolution,” Holden said. “We have so many
things we want to do with IT that we’re failing to accomplish
because of the centralization of old technology and attachment
to legacy systems.”
Before implementing the new technology, Holden suggests
agencies maintain a few values: “Think about the big picture
and mission, act with courage, move together, have fun and
remember that the time is now,” he said.
Presenters agreed with Holden’s last sentiment that when it
comes to digital transformation, there is no time like the present.
Dempsey and Roddy implemented the Virtual Student Federal
Service (VSFS) program by taking initiative and immediate action.
The program allows college students to intern for U.S.
government agencies virtually and help governments move from
analog to digital. The virtual internships were originally offered
through the State Department. Now, VSFS is at 60 agencies.
VSFS gained traction as a shared service, an element that Roddy
said is crucial to the digitization effort. “The reason why the
program works so well is because when other agencies say they
want to set up something similar, we let them join our program,”
Roddy explained.
Initiating VSFS as a shared service gave Roddy and Dempsey the
support they needed to have a successful, well-run program.
They were met with little to no resistance from the agency.
“Because it was a shared service, it made sense. It was moving
the government from analog to digital and it was so obviously
needed, that the people involved didn’t need to get a security
clearance.”
While VSFS is a model for how digital services can improve
government, it took Dempsey and Roddy 10 years to move
the program. “Bureaucracies have to be careful,” Dempsey
explained. “There have to be rules, limits and barriers when we
innovate.” But instead of worrying about possible obstacles,
Roddy and Dempsey chose to push forward. “Our motto is we
can’t default to no,” Dempsey said. “Because when keeping an
open mind, open ears and imagination, the sky is the limit.”

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Priority No. 2

Achieving Compliance
Through FITARA
FITARA may sound like old news, but the most recent FITARA federal
scorecard shows agencies are still having difficulty achieving compliance
with this important piece of legislation. But understanding FITARA can
help you ensure your agency is managing all the mishaps that can occur
when implementing new technologies.

What Is FITARA?
There are always new developments to keep up with in federal
IT, which is why so many federal agencies are prone to oversights
when implementing new technology. FITARA was passed in 2014
to address common missteps and miscommunications in the
management of federal technology.
FITARA, which was the government’s most recent revamp
of federal IT in 20 years, was designed to empower federal
CIOs to respond to common agency IT challenges, including
lack of visibility into IT spending, inefficient acquisition
and management processes and difficulty measuring the
performance of IT investments.

FITARA Scorecard: How it Works
The federal government has an overwhelming number of
IT objectives and goals, so it can be difficult to track agency
progress on FITARA. To ensure compliance, the House Oversight
and Government Reform (OGR) committee uses a FITARA
scorecard to evaluate agency compliance in seven different
categories. And to increase transparency between the public
sector and citizens, the scorecard makes agency’s IT progress, or
lack thereof, accessible to the public.
Agencies receive grades from A to F based on their performance
in specified IT categories. The grades are averaged into one final
grade that represents the agency’s overall IT prowess.
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Categories in the May 2018 scorecard are:
ɚɚ Agency CIO authority enhancement
ɚɚ Transparency and risk management
ɚɚ Portfolio review
ɚɚ Data center optimization initiative
ɚɚ Software licensing
ɚɚ Modernizing government technology*
ɚɚ Cyber*
* Category new to scorecard in May 2018

May 2018 FITARA Scorecard:
Dismal Results
The first FITARA scorecard for the top 24 federal agencies was
released in 2015, and the low scores did not inspire confidence in
federal IT. Most agencies received failing grades across multiple
categories. In fact, 70 percent of agencies received an overall
grade of D or lower.
FITARA was passed only a year prior to the first scorecard, so it
was expected that agencies would have room to improve. Most
agencies have achieved better results over the years and the
average score is now in the C range. But the May 2018 scorecard
marks the third consecutive drop in FITARA scores. Public opinion
is that agencies are failing to be transparent in their IT operations.
But the scorecards only provide a glimpse into the progress that
is being made behind the scenes in federal IT.
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Transparency and Risk Management

ɚɚ 10 agencies received
overall grades of D or
lower

Portfolio Review

Do

Data Center Optimization Initiative

E

Software Licensing
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Why Agencies Didn’t Do Well

What This Means for You

In the May 2018 FITARA scorecard, nine agencies received a
D grade or lower, and there were numerous categories where
almost all 24 agencies scored poorly.

Whether your agency scored well or is struggling with FITARA
compliance, it’s important to note how FITARA can improve your
management and procurement of newer technologies.

The introduction of the MEGABYTE Act’s corresponding
software licensing category in 2016 made it difficult for agencies
to score well. The MEGABYTE Act was passed to reduce
considerable waste in software licensing by requiring that CIOs
inventory software license spending. Fourteen agencies failed
this category entirely as a result of having no inventory of their
software licenses.

Agency enterprises have a tendency to grow ad hoc. The problem
with this is that over time, it becomes difficult to keep track of
resources as new hardware and software are acquired while
legacy systems continue to run. Multiple licenses for the same
software might be acquired by different organizations throughout
the agency, creating waste. Software can be inappropriately
shared, putting agencies at risk of violating licensing agreements.

One other requirement caused 11 agencies to receive a score that
was lower than their November grades. OGR is beginning to crack
down on agencies that lack a direct reporting structure from the
CIO to the department head. Agencies that failed to comply were
docked a full letter grade this year.

Multiple licenses can result in underuse of software if only a small
percentage of the allotted seats under each license is being used.
Ultimately, you’ll have no clear idea of how many seats are
actually being used, making any duplication hard to spot. But
FITARA compliance can help avoid these situations by ensuring
your agency has a clear view of what software and technologies
are being used. That way, CIOs, administrators and staff alike can
ensure everyone has the software they need, are complying with
regulations and licensing agreements, and are not spending extra
on technologies not being used.
Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Priority No. 3

Saving Costs
Through Shared
Services
What’s All the Buzz About Shared Services?
On Dec. 13, 2017, the White House’s American Technology Council released its final
“Report to the President on Federal IT Modernization,” highlighting the current and
envisioned state of federal IT along with specific recommendations to jumpstart
modernization efforts.
In addition to network modernization and consolidation, the report emphasized shared
services. Shared services have been identified as a way to help support the future of
networks with “a consolidated IT model by adopting centralized offerings for commodity
IT.” Shared services can help agencies increase efficiency by reducing duplication and
data center and IT infrastructure costs while standardizing IT capabilities.
In May, GSA Agency Administrator Emily Murphy shared that the agency is taking the
“long view on shared services,” using the transition model of its big next-generation
telecommunications contract as a guide. The process will start with the agency’s Unified
Shared Services Management Office identifying requirements and obtaining consensus
on those requirements from agencies.
Murphy explained that those requirements will be turned over to a service management
office inside GSA or another agency to put together a solution.

How Shared Services Can Help You Save Costs
and Increase Efficiencies
Agencies like yours can save costs on data services by consolidating them into fewer
common platforms to increase efficiency and savings. With fewer platforms to manage,
you can use your resources to focus on mission-specific and mission-critical items that
are specific to your agency.
The MGT Act even promises a new shared services model that would let agencies
collaborate on and deploy a set of shared IT infrastructure and services. Agencies
can then save costs while deploying improved services to their citizens and achieving
improved goals.
Budgets are continuing to tighten, and the new administration is looking to reform
business processes. Migrating to a shared services model is an effective way for agencies
to save money, increase efficiency and streamline financial management, acquisition and
other processes. Although agencies may face challenges along the way, by focusing on
end state vision and building strong relationships, agency leaders can transform how they
serve internal and external customers.
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New Ways Agencies Are Applying
Shared Services
In addition to payroll processing, there are newer, more innovative ways that agencies
are leveraging shared services. Specifically, the Treasury and Agriculture departments are
leveraging the Invoice Processing Platform (IPP). This platform is a secure web-based
service that efficiently manages government invoicing from purchase orders through
payment notifications at no cost to federal agencies and their vendors.
Imagine going from receiving calls from vendors all the time – trying to find the status
of their invoices and payments – to using a portal that allows them to access the
information on their own.
USDA has used IPP successfully since 2015. The agency reported call volumes falling by
approximately 95 percent. Vendors can access the IPP portal and immediately see the
status of their invoice. They know where the payment is and what it’s for without having
to call the agency.
Treasury launched the IPP in 2008 and has been expanding and improving the system
each year — with over 200 new capabilities over the last 10 years. Overall, IPP has 85 total
agencies and 122,000 vendors using the platform. Treasury’s shared services provider, the
Administrative Resource Center, said by using IPP, it has saved 50 percent of the cost of
processing a vendor invoice.

Number of Invoices Processed Through the
Invoice Processing Platform
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State & Local
Spotlight

The City
of Boston
Delivers
Modern IT
by Putting
Process First

Many state and local
governments can easily fall
into the trap of thinking
that IT modernization is
as simple as buying newer
technologies to improve
citizen services. While
technology modernization
can certainly improve
service delivery, the end
goal of any state, local
or municipal program
or service should be an
enhanced experience for
end users.
That’s the approach applied by Susanna
Ronalds-Hannon, Project Manager in
Boston’s Department of Innovation and
Technology (DoIT). GovLoop sat down
with Ronalds-Hannon to learn more about
the city’s approach to IT modernization
and improved service delivery through
digital channels.
Ronalds-Hannon works with customerfacing departments to streamline
transactional processes, such as
permitting, licensing and 311 service
requests and work orders. She also
prepares staff for the process changes
that accompany digitization.
“Our philosophy for service deliverydriven government is that technology is a
means, not an end,” Ronalds-Hannon said.
For Ronalds-Hannon and her team,
defining a problem statement and
focusing on process improvement is
central to overcoming many of the
challenges they face. These challenges
include complex procedures governed
by manifold legislation and multiple
stakeholders.
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What makes these challenges especially difficult for the IT team
is the temptation to focus on technology as an end goal, rather
than address needed process improvements.

to learn more from software companies and cities on existing
products and solutions and how they could address rental
registration and renewal portal digitization.

“People often view process failures as technology failures,
because the technology is more tangible,” Ronalds-Hannon said.
“There is this knee-jerk reaction to scrap old technology for
new, partly because organizational change is hard and partly
because improvements to legacy technology is harder to hang
your hat on.”

They define the optimal solution as one that would “minimize
staff review by using workflow constraints wherever possible
to encode the conditions of short-term rental use; provide a
secure, easy-to-use and dependable experience for applicants and
staff; and an interface with existing city-owned data sources and
potentially booking platforms to perform consistent identification
of rental listings; as well as add value on top of existing cityowned workflow software tools.”

Many customer or citizen pain points are exacerbated when
new technology systems are implemented on top of ambiguous
processes. Ronalds-Hannon cited the department’s efforts to
digitize the construction permitting process as an example.
“Prior efforts suffered from insufficient thought behind how
interdepartmental workflows must change to accommodate
online form submission and new review channels not driven by
in-person interactions,” she said.
Ronalds-Hannon said that later projects have benefited from
these lessons. In 2016, Ronalds-Hannon and her team were tasked
with partnering with the Inspectional Services Department to
fix the digital process for rental registration. “It was a process
redesign and clean-up,” she said. “We kept the existing technology
but redesigned the workflow so historic annual data was saved,
staff had better control over alterations to records and data
integrity and registrations could be reviewed easily.”
This engagement, while finite, led to a stronger support relationship
between DoIT and the Housing Division at the Inspectional Services
Department. “Our continued engagement with the Housing
Division of the Inspectional Services Department is much stronger
and more sustainable,” Ronalds-Hannon said. “They reach out to
us for assistance during the heavier renewal season, and we draw
on resources from multiple teams in DoIT to help them with their
digital service delivery.”
These supportive relationships are buoyed by organizational
changes made within DoIT in recent years. The department
has built up a digital and an analytics team, which complement
existing functions to better round out the department’s suite of
services and tools to offer constituent-facing departments.

Ranolds-Hannon and her team chose to pursue an RFI as a best
practice. Rather than wait for legislation to pass and then release
the request for projects, she and her team used the RFI as a
framework for thinking through data needs. The RFI also informs
an ideal application workflow, and helps determine whether her
team could build a solution in-house or whether it would have to
go to bid.
Rather than rip out and replace legacy technologies, RonaldsHannon advises that state and local IT departments focus first on
defining a problem statement and high-level objectives, and get
consensus from stakeholders around shared processes.
“You might find that the problem doesn’t originate with the
technology after all,” she said. “Partner with internal stakeholders
to understand and document the gaps. Then you can improve on
technology.”
Additionally, Ronalds-Hannon recommends conducting
evaluations after the close of a project, and ensuring that there
are processes in place for continuous feedback from both
constituents and internal staff. “Create channels for feedback
after a project’s close because the product development cycle
shouldn’t ever end.”
Boston residents have many new digital tools for interacting with
their state and local government agencies. But all of that would
not have been possible through technology modernization alone.
As Ronalds-Hannon has experienced, state and local governments
must first modernize their workflows and processes before using
technologies to improve service delivery through digital channels.

In March, Boston’s Department of Innovation and Technology
released its short-term rental software request for information

“Our philosophy for service delivery-driven
government is that technology is a means, not an end.”
Susanna Ronalds-Hannon
Project Manager, Boston’s Department of Innovation & Technology
Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Priority No. 4

Delivering Customer Service
Through Data Analytics
Organizations large and small are using analytics to deliver improved
customer service and build stronger customer loyalties. Modern analytics
tools are built with the user in mind, helping agencies personalize
interactions with customers, speed up transactions and ensure employees
have the right information to effectively respond to requests or inquiries.

What Data Analytics Can Do for Your Customer Service
Whether you’re on the front lines interacting with the public or indirectly serving citizens, customer service must
be a priority to ensure you are delivering the best experiences possible for your constituents. Data analytics
enable you to deliver better customer service by harnessing citizen data to meet constituent demands for
modernized and speedier services on their preferred devices/communication channels.

Use Cases for
Improving Customer
Service in Government
This chart by Oracle demonstrates how
agencies can put data analytics to use
to improve customer experience and
services:
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Public-Sector
Segment

Use Case

Benefits

Government
Administration

Back Office
(Finance, HR)

Data analytics helps identify sick leave
taken by an individual; query data to
find which employees still need training
and reach out; personalize responses to
employee or potential candidate inquiries.

Public Works

Fleet
Management

Data analytics can take all the
information about a vehicle, maintenance
requirements, warranty dates and known
issues from that or similar vehicles
and times of least use so that vehicle
downtime has minimal impact on
customers.

Transportation

Airports

Predictive analytics help enhance
customer experience and reduce costs by
anticipating long lines to assign TSA staff
accordingly.

Best Practices for Implementing Data Analytics
Step 1: Define your technical requirements.
The technical requirements phase involves examining the data available
for your project and determining the quality of the data. You also need to
take inventory of the tools your agency currently uses and outline your
agency’s current architecture, i.e., hybrid cloud, on-premise data center
or virtual data systems.
Consider the data sources you’ll need to choose from, such as
transactional data, survey data or web log-ins. If your agency uses
purchased data, consider if your organization uses supplemental data, like
demographics. If not, analytics from social media or news streams may
complement your current data to create additional project value.
Step 2: Choose your tools and technologies.
Decide what parts of the project you’ll need to do manually with your
team and what parts you can automate. For automation technologies,
there are a variety of tools that leverage artificial intelligence, application
program interfaces (API), as well as business intelligence to help you
produce tables, charts and other visualization elements. These may
include visualization software. You may also consider statistical tools like
SPSS or SAS.
Step 3: Implement your analytics project.
If you’re in the federal government, GSA hosts a Digital Analytics Program
(DAP) through its Technology Transformation Service that can help you get
started. DAP javascript code is required for all federal public-facing websites
and consists of web analytics tools, trainings on YouTube, implementation
support and instructions and ongoing desk help.
For state and local governments, in addition to using DAP, define
the service change you want to address. For example, this may entail
upgrading a program your agency offers to citizens or improving
employee productivity through a new technology. Defining a service
change is preferable to producing a simple white paper or report, as it
will deliver real impact for customers.

Beyond the Buzz: Your Guide to the Reality of IT Modernization
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Priority No. 5

Developing the Workforce
Through Automation
The concerns for automated technologies like robots replacing human
workers are warranted. It’s important, however, to go beyond the hype
and pay attention to how this new innovative technology can also help
the workforce.
While many worry about automated technologies replacing
humans for government work, there are several ways this
technology can actually help train, recruit and prepare current
and future government workforces.
Here are a few myth-busters about automation:

Myth 1: Automation will shift the economy
and the workforce.
Fact: History demonstrates that it’s true: Rapid industrialization
can dramatically shift economies and impact the workforce. But
while economists predict different outcomes for automation’s
impact on the workforce, such industrializations and
improvements in technology have not caused higher long-term
unemployment in the past.

Myth 2: Robots will replace all humans
in the workforce.
Fact: While robots are not replacing everybody’s job anytime
soon, employees with more administrative and manual work
are more likely to compete with automated technologies. A
2013 Oxford University study examined U.S. jobs, predicting that
about 47 percent of total employment in both government and
the private sector are “at risk” of computerization. Roles such
as library workers, clerks and transportation inspectors – all
positions with highly repetitive tasks – are most at risk.

Myth 3: Automation will result in massive
job loss.
Fact: Workforces across industries won’t be experiencing cuts so
much as they will be experiencing significant shifts. Employees in
administrative roles and those that require more manual labor or
repetitive tasks will need to learn new digital skills and brush up
on their technological savvy in order to be shifted into higherlevel strategic work.
A recent Brookings Institution report evaluated digitization, or
the degree of computer skills and related knowledge required
of various occupations. Many jobs that required few digital
skills back in 2002 now require at least mid-level proficiency of
computers and other devices.

Myth 4: Automated technologies will be very
expensive, especially for government.
Fact: New technologies may cost more upfront. But in many
ways, automating various aspects of jobs could help government
save more on costs. Automation can increase productivity and
efficiency by decreasing employee time and labor on manual
paperwork and other tedious tasks, allowing them to focus
on more important mission priorities. In some jurisdictions,
automated processes or technologies could enable governments
to provide services that otherwise wouldn’t be available.

What Does This Mean for You?
As the Brookings report alludes to, computers and digitization are more responsible for redefining today’s
government workforce than automation. Whether you work in a more strategic role or something administrative,
armies of robots are not coming to take your job anytime soon.
But if you want to leverage the most that automation can offer while staying ahead of the trend, it’s important to
brush up on digital skills. Take courses on automation and improve your technology know-how.
24

A GovLoop Guide

Public-Sector Occupation

2002 2016
Score Score

Change

Social & Community Service Managers

14

59

45

Parking Enforcement Workers

10

55

44

Compliance Officers

26

66

41

Judges, Magistrate Judges & Magistrates

14

55

41

Social & Human Service Assistants

16

54

37

Postmasters & Mail Superintendants

28

65

36

Career/Technical Education Teachers, Middle School

30

65

35

First-Line Supervisors of Fire Fighting & Prevention
Workers

21

56

35

Police & Sheriff’s Patrol Officers

27

62

35

Cargo & Freight Agents

25

59

34

Fire Inspectors & Investigators

23

57

34

Special Education Teachers, Kindergarten &
Elementary School

27

60

34

Special Education Teachers, Secondary School

27

61

34

Court, Municipal & License Clerks

26

57

31

Middle School Teachers, Except Special & Career

30

60

30

Secondary School Teachers, Except Special &
Career

30

60

30

Special Education Teachers, Middle School

27

57

30

Administrative Law Judges, Adjudicators & Hearing
Officers

27

56

29

Eligibility Interviewers, Government Programs

25

54

29

Highway Maintenance Workers

4

32

28

Educational, Guidance, School & Vocational
Counselors

32

59

27

Political Science Teachers, Postsecondary

36

63

27

Education Administrators, Elementary & Secondary

39

65

26

Library Assistants, Clerical

39

65

26

Teacher Assistants

16

42

26

Traffic Technicians

42

67

25

Postal Service Clerks

28

52

24

Firefighters

19

40

22

Bus Drivers, Transit and Intercity

2

24

22

To the left is the degree
of computer skills and
related knowledge required
of various occupations
in government, spanning
from 2002 to 2016. Digital
skills across the board have
jumped considerably.
Ultimately, automation can help save
employees time that would have been
wasted on tedious paperwork; improve
speed and delivery of customer services;
or even save lives by working in the
most dangerous elements. Automation
can streamline tasks and improve
productivity while allowing employees
like you to focus more on innovation,
strategy and complex tasks.
Like it or not, automation is rapidly
expanding. But while concerns about
job replacement are legitimate, this new
industrial and technological revolution
does not necessarily spell doom and
gloom. If you equip yourself with the
necessary digital skills and technological
know-how, then automation holds much
promise in advancing the government
workforce.

Beyond the Buzz: Your Guide to the Reality of IT Modernization

25

Conclusion
It’s easy to get lost in all the buzz about IT modernization in
government headlines. But even if you don’t work directly in IT,
technology modernization will have significant impacts on government
employees like you. It’s important to stay aware of the trends and how
you can leverage IT modernization to achieve your mission priorities.
Whether it’s one of the five priorities: enhancing accountability
through TBM, achieving compliance through FITARA, saving costs
through shared services, delivering customer service through data
analytics or developing the workforce through automation, there
are many ways you can go beyond the hype and make the most of all
public-sector modernization has to offer.

About GovLoop

Thank You

GovLoop’s mission is to inspire public-sector
professionals by serving as the knowledge
network for government. GovLoop
connects more than 270,000 members,
fostering cross-government collaboration,
solving common problems and advancing
government careers. GovLoop is
headquartered in Washington, D.C., with a
team of dedicated professionals who share
a commitment to the public sector.

Thank you to August Schell, Axway, BMC,
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and Virtustream for their support of
this valuable resource for public-sector
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For more information about this report,
please reach out to info@govloop.com.
govloop.com | @govloop
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